
International Journal of Engineering Science Invention 

ISSN (Online): 2319 – 6734, ISSN (Print): 2319 – 6726 

www.ijesi.org Volume 2 Issue 10ǁ October 2013 ǁ PP.32-38 

www.ijesi.org                                                                32 | Page 

A Neighbor Set Coverge For Hotspot Attack Resolving In 

Wireless Sensor Networks 
 

1,
A. Gouthaman , 

2, 
C. Suganthi, 

1,
M.Phil degree in Computer Science from V.M.K.V. Arts& Science College, 

Vinayaka Missions University, Salem. 
2,
Assistant Professor in Department of Information Technology of V.M.K.V. Engineering College 

Vinayaka Missions University, Salem. 

 

ABSTRACT: We primary describe a hotspot occurrence that causes an understandable discrepancy in the 

system traffic prototype due to the great volume of packets originating from a minute area. Second, we expand a 

realistic opponent model, presumptuous that the challenger can check the network transfer in manifold areas, 

rather than the whole network or only one area. Using this model, we set up a novel assault called Hotspot-

Locating where the opponent uses traffic analysis technique to locate hotspots. Finally, we propose efficiently 

protecting source nodes location privacy against Hotspot-Locating show aggression by creating a make unclear 

with an asymmetrical shape of sham traffic, to counter the discrepancy in the traffic prototype and disguise the 

source node in the nodes forming the cloud. To decrease the power cost, clouds are lively only during 

information broadcast and the junction of rates a better merged blur, to reduce the figure of fake packets and 

also boost space to yourself conservation. Simulations in addition to logical results show that our method can 

provide stronger privacy defense than routing-based system and require much less energy than global-

adversary-based schemes. 
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I. INTRODUCTION: 
  The privacy fear can more often than not be confidential into: content time alone and background 

privacy. For the contented privacy threat, the opponent attempts to view the content of the packets sent in the 

arrangement to learn the sensed data and the identities and locations of the basis nodes. This solitude threat can 

be countered by encrypting the packets’ inside and using pseudonyms in its place of the real identity. For the 

background solitude threat, the opponent eavesdrops on the system transmissions and uses transfer analysis 

techniques to assume sensitive in order, including whether, when, in addition to where the statistics are 

collected. Actually, the act of small package broadcast itself reveal in order even if the packets are powerfully 

encrypted and the opponent could not understand them.  

 

The offered foundation position privacy-preserving scheme can be confidential into global-adversary-

based and routing-based schemes. These schemes create use of moreover weak or impractical adversary model. 

The global-adversary-based schemes, take for granted that the opponent can monitor every means of message 

transmission in every communiqué link in the system. To preserve foundation nodes’ place privacy, each node 

has to send packet every so often, e.g., at fixed time slots. If a node does not have sensed data at one time slot, it 

sends dummy small package, so as to the opponent cannot know whether the small package is for a real event or 

model data. However, the supposition that the opponent can check the transmissions of the complete complex is 

not sensible, in particular when the WSN is deployed in a great area. Moreover, if the opponent has a worldwide 

sight to the system transfer, he can place attackers with no making use of the system transmissions. Transmitting 

model packets every so often consumes an important quantity of energy and bandwidth, and decrease packet 

liberation ratio due to rising small package crash, which makes these schemes not practical for WSNs with 

limited-energy nodes.On the differing, routing-based schemes use weak opponent model assume that the 

opposition has limited overhearing competence, e.g., related to an antenna node’s program range, and can check 

only one restricted area at a occasion. These schemes assume that the opponent starts as of the Sink in addition 

to try to locate the derivation of a broadcast by back tracing the hop-by-hop pressure group of the packets sent 

from the foundation node. Once the challenger overhears a broadcast made on or after node A, he move to A 

and waits. Then, he overhear a communication from nodule B and moves to B to be closer to the starting place 

node, and so on until he locate the basis node. Routing-based schemes try to protect source nodes’ location 

solitude by sending packets from side to side dissimilar routes in its place of one route, to make it infeasible for 

adversaries to outline back packets from the go under to the foundation node since they cannot obtain an 

unremitting flow of packets. 
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 However, if the adversary’s overhearing range is better than the antenna nodes’ program range, the 

likelihood of capturing a large ratio of the packets sent beginning a source node extensively increases. It is made 

known that if the adversary’s overhear range is three times the antenna nodes’ broadcast range, the probability 

of locating attackers is as high. Moreover, if attackers stay for a number of times in one place, the opponent may 

capture sufficient figure of packets to locate the attackers even if the packets are sent from side to side different 

routes. 

 

1.1 Computer based representation recognition  

The mainframe based image acknowledgment used for a data program on their network. It’s second-

hand for a traffic responsive routing representation on the network. If have any traffic or overcrowding on the 

network they have to using a NDD technique and to decrease the energy replica on the network. 

 

1.2 Neighbor set coverage and coverage conditions 

We suggest a simple disseminated approach to decide a small connected dominate set used as the 

frontward node set. Two approaches can be adopted: In the static come up to, a coupled node set is constructed 

based on the set-up topology, but irrelative to any dissemination. In the self-motivated approach, an associated 

dominating set is constructed for a meticulous broadcast asks for, and it is needy on the location of the source 

and the progress of the broadcast process. We assume that in the dynamic approach, each lump determines its 

position “on-the-fly” when the transmit packet arrives at the node. We also take for granted that the transmit 

packet that arrives at v carries in order of h most of late visited Nodes for a minute and the corresponding node 

set is denoted.  

 

1.3 Timing concern 

A transmit protocol is called motionless if the forward/non-forward status of each swelling is strong-

minded on the static vision only; or else, it is dynamic. The stationary broadcast etiquette is a special case of the 

go-ahead one. The differentiation is that the frontward node set derivative from static views can be used in any 

dissemination while the one derivative from lively views is normally old in a specific distribution. 

 

1.4 Neighbor Discovery Distance model 

In this system to using the scope is the dissemination to improving the routine method on the 

possessions of the utilities .The Neighbor Distance Discovery (NDD) scheme for by means of to send in 

sequence quickly and after that low latency of complex transmission on the process. In this technique to 

improved the transmit transmission and system presentation high level network. So we using the most broadcast 

on the network to recognize the neighbor node message recognize and then distribution the data to purpose 

method of the process. It’s mostly to use get better the broadcast so we have take the measurement method 

presentation system on the progression. 

1.5 Energy Efficiency 

Energy saving techniques at network deposit and the routing strategies that allow better energy costs 

and load distribution in order to make longer the network natural life are considered. After essential a simple 

energy use model to use as reference for the protocol presentation assessment and after introduce some famous 

energy based metric, some direction-finding protocol belong to different family of routing strategy are for a 

short time presented. 

1.6 Energy utilization on network 

The protocols have to preserve the capital of every lump in the network. A single node breakdown in 

sensor networks is more often than not insignificant if it does not lead to a loss of sensing and message 

coverage; ad-hoc networks, instead, are leaning towards personal message and the loss of connectivity to any 

node is important. In the routing procedure design of mobile nodes, a lot of issues need to be careful in order to 

present many significant properties such as scalability, QoS support, safety, low power expenditure and so on. 

 

 

 



A Neighbor Set Coverge For Hotspot… 

www.ijesi.org                                                                34 | Page 

II. RELATED WORK: 
Broadcasting-based schemes supply by adding the applicable messages by means of the model 

messages so that they be converted into impossible to differentiate to the adversary. In a no-nonsense situation, 

the model messages can be considerably more than the applicable communication, which not simply consume a 

major amount of the incomplete energy, but also an increase set of connections collisions and decreases the 

packet release ratio. Therefore, these schemes are not quite appropriate for big sensor networks. Providing 

through lively routing is, in our belief, one of the most possible approaches in WSNs. The main thought is to 

prevent the adversaries from tracing back to the basis location from side to side traffic monitoring and 

examination. A representative instance of a routing based procedure is the spirit routing protocol, which 

involves two phases: a chance walk phase and a following flooding/single path routing phase. In the chance 

walking phase, the communication from the real source will be running scared to a spirit source along a chance 

path or a intended heading for path [1]. 

 Location-based services (LBSs) supply modified service to Smartphone/tablet users by exploiting their 

site information. As neat phones become more and more popular and resource-rich, LBSs contain become 

additional feature rich and adaptable, improving users’ daily lives by, for example, result restaurants with their 

preferred menus, obtaining just-in-time coupons from nearby shopping centers, and tracking their physical 

health. By collecting the location in order embedded in the LBS queries, an opponent who has compromised the 

LBS member of staff serving at table can infer sensitive privacy information about service recipients, such as 

their residence locations, life styles, political/religious relations, and health conditions [3].  

 Location Privacy Level, we apply numerous pseudonyms to conserve place privacy; i.e., movable 

nodes every so often alter the pseudonym second-hand to sign messages, thus dropping their extended term 

niceness. To avoid spatial association of their site, mobile nodes in nearness organize pseudonym changes by 

using quiet mix zones or regions where the opponents have no coverage. Without loss of generalization, we 

assume every node changes its pseudonyms on or after occasion to time according to its privacy must. If this 

node changes its pseudonym at smallest amount once during a time stage (mix zone), a mix of its identity and 

site occurs, and the mix zone become a confusion end for the opponent [4].  

 To accomplish vehicle user’s space to you protection and improve key bring up to date efficiency, we 

suggest a dynamic privacy-preserving input management system called the lively privacy-preserving key 

organization scheme for the less in VANETS. by means of the future dike system, each means of transportation 

user can exist privacy-preserving genuine before amalgamation an lbs and be able to also use a pseudo-id to 

conceal its real individuality during a service session; in the meantime, the service session key, which is used to 

secure service contents’ distribution, can be fast and efficiently updated for achieving forward secrecy, 

backward secrecy, and collusion resistance. The main charities of this paper are threefold. First, we bring in a 

privacy-preserving verification (PPA) mechanism, which is resulting from an efficient group name, and can not 

only attain vehicle user’s privacy conservation but also limit the possible means of transportation user’s double 

register. Because a vehicle is not allowable double register in the same service sitting, some attacks caused by 

twice register, e.g., the Sybil attack can be banned. Note that manifold pseudonyms are a well-organized 

lightweight solitude move toward in VANETS [7].  

 Using a compartment handset for collecting in order from the surroundings, and classification them 

with occasion and GPS data inescapably reveals a lot of individual in order, including the user’s individuality. 

This difficulty is often termed site privacy. Knowing at what time an exacting person was at a particular point in 

occasion can be used to deduce the personal behavior, habits, following views, health position, line of work, and 

communal connections of that human being. However, the supposed profiling is not the only danger. The 

position of a user possibly will be broken for unwanted advertising, to supply advertisement of crop and air 

force obtainable at the user’s place [10]. There are mostly two approaches for restrict MS right of entry to 

sensor data: policy enforcement and data perturbation. In the spirit of the first move toward and studied the 

matter of specifying site privacy policy on which right of entry control decision are based. Alternatively, 

ambiguity mechanism could also be working to provide the necessary level of time alone by properly worrying 

the sensor data previous to its let go. The proposed techniques such as data clocking and hierarchical data 

aggregation have got to put off an attacker on or after tracking the accurate location of a human being monitored 

by sensors [14]. Although our occupation address attacks, in attendance are extremely dedicated physical 

attacks so as to be not enclosed by our move toward. In radio-based technologies attacks might rely on the 

bodily individuality of the radio canal. Such attack include judgment the adjacent station in addition to 

triangulation or trilateration, by analyzing the indication strength, signal-to-noise ratio (SNR), time dissimilarity 

of influx or received sign strength symbol, and means of communication incidence handle printing [15]. 
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PROPOSED SYSTEM: 

          We proposed scheme for efficiently protecting source nodes location privacy against Hotspot- 

Locating attack by creating a cloud with an irregular shape of fake traffic, to counteract the inconsistency of the 

traffic pattern caused by hotspots, and camouflage the source node within the group of nodes forming the cloud. 

The fake packets also enable the real source node to send the sensed data anonymously to a fake source node 

selected from the cloud’s nodes to send to the Sink. Cryptographic operations are used to change the packets’ 

appearance at each hop to prevent packet correlation and make the source node indistinguishable because the 

adversary cannot differentiate between the fake and real traffic, i.e., the cloud’s traffic pattern looks random for 

the adversary. Moreover, tracing the packets back to the source node is nearly impossible because the real traffic 

is indistinguishable and the real source node sends its packets through different fake source nodes. Our scheme 

uses energy-efficient cryptosystems such as hash function and symmetric-key cryptography and avoids the 

intensive energy consuming cryptosystems such as asymmetric-key cryptography. It also avoids large-scale 

packet broadcasting and network-wide packet flooding. In order to determine the tradeoff between the energy 

cost and the strength of privacy protection, some parameters such as the cloud size can be tuned. 

 

 

 

 

 

 

 

 

 

 

 

 

 

FIG: 2: Block Diagram for Hotspot Network 

 

3.1 Neighbor Discovery Distance Algorithm: 

Step 1: The source nodes have the every node address and his distance. 

Step 2:  If source node wish to send data To check the neighbors node length is minimum means to transfer 

the  data in that node. Else Thus not send data, again to check the node length 

Step 3:  The sensor or hotspot node to collect the information and node distance length. 

Step 4: To checking the all node path, finally to find out the minimum traffic path in these network. 

Step 5: Using this path the data will be sending in efficient manner as well as without any loss data. 

 

3.2 Hotspot-Locating Attack 

 In the initial phase, the adversary deploys a monitoring device near of the Sink and deploys the other 

devices at initial observation points distributed in the network. For the analysis phase, the adversary uses traffic 

analysis techniques to analyze the collected data to decide to  

1) Search an area for attackers; or 

2) Change the locations of the monitoring devices  

If the adversary identifies an area as a hotspot but no attackers are found, this is called false positive. 
 

3.3 Cryptographic Technique 

Before deploying the network, each sensor node A is loaded with a unique identity IDA, a shared key 

with the Sink KA, and a secret key that is used to compute a shared key with any sensor node using identity-

based cryptography based on bilinear pairing. In these fake packets to sending the duplicate packets on the 

network. 
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3.4 Event Transmission Phase 
In this phase, a real source node sends an event packet anonymously to a fake source node to send to 

the Sink. Simultaneously, a cloud of fake packets is activated to protect the source node’s location. In order to 

make it infeasible to infer a source node’s location by analyzing the traffic-analysis information collected from 

the monitored areas. 

III. PERFORMANCE ANALYSIS 
 To analyze performance of the AODV by using path connected Networks. The replication surroundings 

produced in NS-2, in that provide keep up for a wireless Mobile Ad hoc networks. NS-2 was using C++ 

language and it has used for OTCL. It came as extension of Tool Command Language (TCL). The execution 

approved out using a cluster environment of 19 wireless mobile nodes rootless over a simulation area of 1200 

meters x 1200 meters level gap in service for 10 seconds of simulation time. Then also used into MAC layer 

models. The network based data processing or most expensive and data communication level on their 

performance on the network. The sources create multiple packets and its sending to the destination node; each 

data has a steady size of 512 bytes.  

 

 

 

 

 

 

 

 

RATIO GRAPH 

             The ratio of throughput, delivery, delay performance overall network presentation improve network 

routine and packet delivery ratio and cut packet delay. To improve the performance of Efficient, to reduce the 

network delay and end delay is calculated to avoid the traffic model system. Here we have using a shared buffer 

model for reduce the network delay and avoid the traffic on network, so we have a better result compare with 

existing method. 

D = (Tr –Ts) 

Tr - receive Time  

Ts -sent Time 

 

 
Fig 3. Comparison of existing system and proposed system throughput 

Parameters    Value 

version Ns-allinone 2.28 

Protocols AODV 

Area 1200m x 1200m 

Broadcast Area 250 m 

Transfer model UDP,CBR 

Data size 512 bytes 
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The Data Delivery Fraction:- 

The packets delivered from starting place to purpose on their network. The active communication 

energy required transmitting or receiving packets through transmission control or load distribution and also the 

energy consumption can be minimized on the network. 

 

Fig 4. Comparison of existing system and proposed system delivery ratio 

It’s calculated by in-between the quantity of data recognized by conclusion state from side to side the measure 

package originated from starting point on set of connections. 

PDF = (Pr/Ps)*100 

Where Pr is total Data received & Ps is the total data sending on their network. 

 

Fig 5. Comparison of existing system and proposed system packet delay 

IV. CONCLUSION 
 The Wireless sensor network has conventional growing research concentration in new years. Also 

using the neighbor discovery distance algorithm for the efficient data transfer also communicates without packet 

loss in network. There are a lot of active research projects concerned with WSN. Transportable sensor networks 

are wireless networks that use multi-hop direction-finding instead of static networks communications to provide 

set of relations connectivity. WSN have applications in rapidly deployed and dynamic services and resident 

systems. The network topology in WSN frequently changes by means of time. Therefore, there is new challenge 
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for routing protocols in WSN since customary routing protocols may not be appropriate for WSN. Researchers 

are scheming new WSN routing protocols, comparing and improving obtainable WSN routing protocols 

previous to any routing protocols are consistent using simulations. 
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